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PEI'VIAMEHT
OpPraHu3aly AHTUBHPYCHOM 3aIUTHI B
MBAOY «/lerckuit cag Ne28 «Hage:xxmaa»

1. O01mMe MOJI0KEeHM.

[lenbro co3manusi CUCTEMBI aHTUBUPYCHOM 3aIUTHI SIBJISICTCS 00ECIIEUCHHE 3alUIIIEHHOCTH
nH(OpMaIMOHHO-KOMMYHUKaIMoHHOW cuctembl (manee MKC) oT BO3meMCTBUS pa3iudyHOTO
poAa BPEIOHOCHBIX NPOrpaMM M HECAHKIMOHUPOBAHHBIX MAaCCOBBIX IMOYTOBBIX PACCHUIOK,
PEAOTBPAIICHUS] UX BHEJIPEHUS B MH(OPMAIMOHHBIC CHUCTEMBI, BBISIBJICHUS W 0€30MacHOTO
yIaJICHHs U3 CUCTEM B ClIydae IMolajlanusl, a Takxke GUIbTpaluu J0CcTyna nojab3oBarenen [0 Y
K HEMPOAYKTUBHBIM MHTEpHET - pecypcam U KOHTPOJIA UX JICKTPOHHOU MEPEMUCKHU.

OcHoBormnoNararomuMu TpeOOBaHUSMU K CUCTeMe aHTUBHpYCHOM 3amuThl JJOY sBnstoTcs:

- pellieHre 3a7aud aHTUBUPYCHOM 3alllUTHI JTOJDKHO OCYIIECTBIISTHCS B OOIEM BHIE.
CpencTBo 3alIuThl He TOJDKHO OKa3bIBaTh MPOTUBOCHCTBHE KOHKPETHOMY BUPYCY WITU TPYIITE
BUPYCOB, MPOTUBOJICHCTBHUE TOJKHO OKa3bIBATHCS B MPEANOI0KEHHIX, YTO BUPYC MOKET OBIThH
3aHECEH Ha KOMITBIOTEP U O BHUpYce (0 ero CTpyKType (B YaCTHOCTH, CUTHATYPE) U BO3MOXKHBIX
JIEHUCTBUSIX) HUUETO HE U3BECTHO;

- PELICHME 3a/1a4l aHTUBUPYCHOU 3a1UTHI TOJKHO OCYILIECTBIIATHCS B PEAJIbHOM BPEMEHH.

- MEPOIPUATHUS, HAMPABIICHHBIE HA PEIICHUE 3a/1a4 10 AaHTUBUPYCHOM 3aIllUTEe: YCTAHOBKA
TOJIBKO JIMIICH3UPOBAHHOTO IPOTrPaMMHOI0 oOecredeHus MO0 OecIaTHOEe aHTHUBUPYCHOE
nmporpaMMHOE oOecrieueHre, UAyIiee B KOMIUIEKTE C TOJJIMHHOW ONEpariMOHHOM CHCTEMOM
(tuma Microsoft Security Essentials (cets mo 10 paboumx cranmwmii) wiu Microsoft Forefront
Endpoint Protection (cets Oomee 10 paboumx craHIUii)), MOAACPKUBAIOIICe pPabOTy C
MOJIb30BATEILCKUMU TTPODHIIST MH.

- peryisipHOe OOHOBJICHHE M €XEJTHEBHBbIC MPOPUIAKTUUECKUE MPOBEPKU (XKEITATEIBHO B

Hepabouee HOUYHOE BpeMs);

- HEMIPEPBIBHBIM  KOHTPOJb HAJ BCEMH BO3MOXHBIMU IYTSIMHA IPOHUKHOBEHUS
BPEIOHOCHBIX TMPOTPAMM, MOHHTOPHHT aHTHUBUPYCHOW O€30MacHOCTH ¥ OOHapy>KeHHe
JECTPYKTUBHOW aKTUBHOCTH BPEIOHOCHBIX IIporpaMm Ha Bcex o0bekTax UKC;

- ©KEJTHEBHBI aHAJIN3, PAHXXKUPOBAHWE W NPENOTBPALICHHUE YIPO3 PACHPOCTPAHECHUS H
BO3JEUCTBUS BPEIOHOCHBIX MPOTPAMM ITYTEM BBISABICHHUS YSA3BUMOCTEN UcToab3yemoro B MKC
OMEPAIMOHHOTO MPOTrPaMMHOT0 OOECHEeYeHUsI M CETEBbIX YCTPOWCTB, U YCTPAHEHUSs
OOHApyX EHHbIX J1€)EKTOB B COOTBETCTBUU C JAHHBIMU [IOCTaBIIMKA MPOTPAMMHOTO
oOecrieueHus U JPYruxX CHEHUaTU3UPOBAHHBIX SKCIIEPTHBIX aHTUBUP YCHBIX CITYXKO.



- IpoBeJieHUE NPO(PUIAKTUYECKUX MEPONPUATHNA MO MPEJOTBPAIICHUIO M OrPAHUYEHUIO
BUPYCHBIX OJIIAJIEMHI, BKIIOYAIOIIMX 3arpy3Ky W pa3BEpPThIBAHHE CIECHUAIBHBIX ITPaBUI
HeUTpanu3auu (OTPaXEHUI0, U30JSIIUU U JIMKBUAAMU) BPEJOHOCHBIX MPOrpaMM Ha OCHOBE
pEKOMEHJAUi M0 KOHTPOIIO aTak, MOJArOTAaBIMBAEMbBIX Pa3padOTYMKOM CPEACTB 3AIIMUTHI OT
BPEIOHOCHBIX IIPOTPaMM U APYTMMHU CIEHHAIN3UPOBAHHBIMU JKCIIEPTHBIMH aHTHUBUPYCHBIMHU
ciy’)k0aMu 710 TOro, Kak OyAyT BBIMYILIEHBI (Dailyibl CIpaBiIeHUH, IPU3HAKOB U aHTUBUPYCHBIX
CUTHATYP.

- IPOBEICHUE PETYISAPHBIX MPOBEPOK LEIOCTHOCTH KPUTHUYECKH BAXKHBIX MPOrpamMM H
naHHbIX. Hanuuue numHux (ailioB M ciaea0B HECAaHKIMOHMPOBAHHOTO BHECEHMSI M3MEHEHUU
JOJIKHO OBITh 3apETUCTPUPOBAHO B KYpHAJE U paccieOBaHo;

- BHCIITHHUC HOCHUTCJIN I/IH(bOpMaHI/II/I HCU3BCCTHOT'O MPOUCXOKICHUA CIICAYCT ITPOBCPATH HA
HaJIM4INC BUPYCOB OO0 UX HMCITOJIB30BAHUA,

- HeO6XOJII/IMO CTPOTro NPUACPKNUBATHCA YCTAHOBJICHHBIX IIPOUCAYP IO YBCAOMIICHUIO O
clydasax TIOpaKCHUA aBTOMaTPIBI/IpOBaHHOfI I/IH(bOpMaI_[I/IOHHOI‘/’I Cpcabl KOMIIBIOTCPHBIMHA
BUPYCaMH U IIPHUHATHUIO MCP 110 JIMKBUAAIIUH HOCHC}ICTBI/Iﬁ OT UX IIPOHUKHOBCHUS

- clenyeT WMETh IUIaHbl oOecrieueHust Oecrnepeboiinoit padotel JIOY s ciydaes
BUPYCHOTO 3apa)kK€HUsl, B TOM YHCJIe TJIaHBI PE3EPBHOTO KOMUPOBAHUS BCEX HEOOXOIUMBIX
JAHHBIX W TIPOrpaMM, U MX BOCCTAHOBIICHHS. OJTH MeEphl OCOOCHHO BaXKHBI JJISI CETEBBIX
(aitI0BBIX CEPBEPOB, MOIIECPKUBAIOIINX OOJIBIIOE KOTMYECTBO PAOOYUX CTAHIIUM.

TexHosmoru4ecKkue HHCTPYKIMH.

1.1, B IOV pykoBoauTeneM IOJKHO ObITh HA3HAYEHO JIMIIO0, OTBETCTBEHHOE 32
AHTUBUPYCHYIO 3alIUTY, B JIOJDKHOCTHBIE HHCTPYKLUUU JJISI KOTOPOTO IOJIKHBI OBITh
IIPOITKUCAHBI TTOPSAO0K JEUCTBUA B MEPUOJI BUPYCHBIX SMUIEMHUM, MMOPAAOK JACUCTBUU MPU
BO3HWKHOBEHUHM BHEIITATHBIX CHUTYallMi, CBSI3aHHBIX C PAaOOTOCIOCOOHOCTHIO CPEICTB
AHTUBUPYCHOM 3aIUTHI, TOPSAIOK ACUCTBUM JJIs1 YCTPAHEHHUS TTOCIECACTBUHN 3apakeHuil. B
IPOTUBHOM CIly4ae BCS OTBETCTBEHHOCTh 3a OO€cleueHHWe AaHTHUBUPYCHOM 3alllUThI
noxurcs Ha pykoBoautens JOVY.

1.2. B JIOY MoxeT HCHOoJIb30BaThCS TOJIBKO JIMIIEH3MOHHOE aHTHBUPYCHOE
mporpaMMHOe  oOecrieueHrne Ju00 CBOOOTHO -pacHpOCTpPaHSEMOE IPOTrPaMMHOE
obecrniedeHue.

1.3. O0s13aTenbHOMY aHTHBUPYCHOMY KOHTPOJIIO MOJUICKUT JIt00ass HHGOpMAaIIHs
(TexcToBbie (haitbl MOOBIX PopMaTOB, (HaliIbl TAHHBIX, UCTIOTHAEMbIE (HAITBI, TOYTOBHIC
COOOIIEHHUS ), TTOTydaeMasi ¥ nepeiaBaeMasi o TeJIeKOMMYHHUKAIIMOHHBIM KaHajlaM CBSI3H,
a Takxke HMHPOpMAIUs, HAXONAIIASICA HA ChEMHBIX HOCHUTENSIX (MAarHUTHBIX JUCKax,
nenrax, CD- ROM, DVD, flashnaxonurensx u 1.11.). KoHTpoas ucxonsmei nadopManum
HEOOXOJMMO MPOBOJIUTh HEMOCPEJICTBEHHO TMEpe]l apXUBUPOBAHUEM U OTIPABKOM
(3amuchI0 Ha ChEMHBIN HOCUTEIID).

1.4. @daiinpl, MOMeIIaeMble B 3JEKTPOHHBIM apXWB, JAOJKHBI B 0053aTEIHLHOM
MOPSIAKE MPOXOUTh AHTUBUPYCHBII KOHTPOJIb.

2. TpeOoBaHMS K MPOBEICHUIO MEPONIPUSATHI 1O aHTUBUPYCHOM 3amute B JJOVY.



21. B navase pa®oThl IpH 3arpy3ke KOMIbIOTEpAa B aBTOMATUYECKOM PEKUME
JOJIKHO BBITIOJIHATHCSI OOHOBJIEHHE AaHTUBUPYCHBIX 0a3 U CEPBEPOB.

2.2.  Ilepuoanyeckue MPOBEPKHU ANEKTPOHHBIX APXUBOB JOJIKHBI IPOBOJIUTHCS HE
peXe OJHOro pas3a B HENENI0, JIaHHbIE, pACIOJIOKEHHbIE Ha pabOYMX CTaHIUAX
M0JIb30BaTEIEH - €KETHEBHO, B HOYHOE BPEMS 110 PACTHCAHMUIO.

2.3. BHeouepenHoOl aHTUBUPYCHBI KOHTPOJb BCEX JUCKOB U  (haidoB
MEPCOHAIILHOT O KOMITBIOTEPA JOJIKEH BBIMOIHATHCS

2.3.1. HenocpeAacTBEHHO TOCH€  YCTAaHOBKM  (M3MEHEHHs)) MPOrpaMMHOIO
oOecrieueHus: KOMIIbIOTEpa JIOJKHA OBITH BBIIOJIHEHA AHTUBUPYCHAs IMpOBEpKa Ha
cepBepax U NePCOHATBHBIX KOMIIBIOTEPAX YUPEKICHUS.

2.3.2. [Ipy BO3HMKHOBEHUUW IMOJO3PEHUS Ha HAJIMYHUE KOMIIBIOTEPHOrO BHpYyca
(HetunuuyHas paboTa MpoOrpaMm, MOsBIEHUWE TpadUuecKUX U 3BYKOBBIX 3(D(eKTOB,
UCKKEHUN JaHHBIX, NpomnajaHue ¢aiiaoB, 4YacToe TMOSBICHUE COOOIICHUH O
CUCTEMHBIX OIHUOKAX U T.II.).

2.3.3. Ilpu oTnpaBke M MOJYYEHUU DJCKTPOHHOU MOYTHI OMEPATOP DIECKTPOHHOMU
MOYTHI 00513aH MPOBEPUTH DIEKTPOHHBIC MMCbMA U UX BIOXXEHUS HA HAJIMYKE BUPYCOB.

2.4. B cnydae oOHapyXeHUsI 3apa)KeHHBIX BUpycamMH (PailioB MM 3JIEKTPOHHBIX MUCEM
MOJIb30BaTeNn 00S13aHbI:
2.4.1. IlpuoctanoButh pabory. 2.4.2. HemeqineHHO NOCTaBUTh B HU3BECTHOCTh O (akTe
oOHapyXeHUs 3apakKCHHbIX BUPYCOM (haiijIoB OTBETCTBEHHOI'O 3a 00ECIIEUEHUE aHTUBUPYCHOM
3alUTHI (B ClIyyae ero OTCyTCTBHUSA - 3aBeaytomero) J10VY.

2.4.3. COBMECTHO C BJaJIeJbLIEM 3apaKEHHBIX BUPYCOM (paillloB IPOBECTH aHAIIN3
HEOO0XOAMMOCTH J1aJbHEHUIEro UX UCIOJIb30BaHUS.

2.4.4. TIpoBecTH JIeUCHUE WM YHHUTOXEHUE 3apaKEHHBIX (paiijIoB.

3. OTBETCTBEHHOCTh

3.1. OTBETCTBEHHOCTDH 3a OPraHU3alMI0 AHTUBUPYCHOM 3alllUTHI BO3JIaraeTcs Ha
PYKOBOIUTENS Y UPEXKICHUS WU JIUI0, UM HA3HAUYECHHOE.

3.2, OTBETCTBEHHOCTH 3a MIPOBEACHUE MEPONIPUATUI AaHTUBUPYCHOTO KOHTPOJIS B
JIOY Bos3naraercs Ha OTBETCTBEHHOIO 3a OOECIEUEeHHWE AaHTUBUPYCHOW 3allWTHhI,
cobOmoenne TpeboBanmii HacTosimer WMHcTpykumm mpu paboTe Ha MEPCOHATBHBIX
KOMITBIOTEpaxX BO3JIAraeTCsi Ha OTBETCTBEHHBIX 3a KAOWHET, T/le MCIOJIb3YETCS JTaHHBIN
KOMIIBIOTED.



